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Foreward

This is one of numerous tutorials concerning some of the more basic maintenance routines that
every personal computer owner should be acquainted with. Please follow along with the text
and illustrations as we go along and for your own safety do not skip ahead until you are well
familiarized with the routine methodology. The computer world is inhabited with malignant
programs and routines that are commonly known as spyware and other lesser known names.
These programs are usually fairly benign but the problem lies in that they tend to start to take
over your system resources which will cause your system to slow down to the point of
inactivity. Spyware also gathers various information about your system and your actions on
your system. ltems like where you browse on the Internet and what types of purchases you
mabke. This is so the parent company who is using the spyware program is able to compile
marketing information to sell to other companies. Because of these malignant programs it has
become necessary for the average user to take precautionary steps to prevent infection of their
systems by using programs such as Super Anti-spyware Free Edition. In this tutorial we will
attempt to teach you the very basic of steps necessary to help to ensure your data and your
machine’s safety in this ever more dangerous electronic world. Note: these are the most basic
features, there are more advanced features that are beyond the scope of this document to
inform you of at this time. Use of the more advanced features is solely upon the user and may
cause system disruption or may cause your system to become unstable or unresponsive.

This tutorial may be printed out from this PDF document. This material may be freely given
without the consent of its author as long as the copyright is maintained. You may not claim this
work as your own nor may you charge any amount of funds for this document except for the
amount of publishing or the amount of the media upon which it is distributed (e.g. — CD, DVD,
3.5” floppy disc).



Now on to the tutorial:
Step One:

After installing Super Anti-spyware Free Edition (SAS) onto your system you need to locate and double
click on the following icon:

Free Editio

This will bring up the SAS program and you will be shown the following screen. On this screen the first
information you will be looking at will be the Definition Database information to ensure the latest
update has been installed. If you have the latest updates please proceed to Step . Otherwise proceed to
Step Two.

g T >
SUPERAnti Spyware Main Menu

Scan your computer for hamful software, configure advanced scanning options, manage quarantined items, and schedule

scanning at a specified time.
Scan for Harmful Software '6- Manage Quarantined Items
Scans your computer for Spyware, Adware, Malware, Restore previously removed items that have been
Trojans, Worms, Parasites and other potentially hamful quarantined when they were detected.
software that may be installed on your computer.
[ Scan your Computer... ] [ Manage Quarantine...
Scheduled Scanning {‘;2 Configuration and Preferences
Scan your computer at a specified time of the day or night. ) Configure realtime scanning and other in-program
Recommended to ensure your computer stays free of options to customize SUPERAntiSpyware to your
hamful software. needs.
l Scheduled Scanning... l Preferences...

Spyware Definition Updates : Definition Database Yersion
e Check to make sure you have the latest spyware @ Core : 4650 Trace : 2462
definition updates for the most up+to-date protection. Definitions Updated
03/08/2010 at 08:27 AM
l Check for Updates... Last Scan Date Program Yersion

00/00/0000 at 00:00AM  4.33.1000
SUPERARtiSpyware Free Edition
Click here to upgrade now

Find out what's running on your computer!




Step Two:

As you can see there are many options here but before we go any further we must download the latest
spyware definitions. Please click on Check for Updates. Once you click on that button you will see an
image similar to the second image in the below example. This will show you the progress of your update
download.

) VSUPE‘RAnti‘Syware Free Edition

SUPERAnNtiSpyware Main Menu

Scan your computer for hamful software, configure advanced scanning options, manage quarantined items, and schedule

scanning at a specified time.
Scan for Harmful Software Manage Quarantined Items
Scans your computer for Spyware, Adware, Malware, Restore previously removed items that have been
Trojans, Womms, Parasites and other potentially hamful quarantined when they were detected.
software that may be installed on your computer.
[ Scan your Computer... \ Manage Quarantine... l
Scheduled Scanning :‘vz Configuration and Preferences
Scan your computer at a specified time of the day or night. Configure realtime scanning and other in-program
Recommended to ensure your computer stays free of options to customize SUPERAnNtiSpyware to your
hamful software. needs.
[ Scheduled Scanning... ] l Preferences... I
Spyware Definition Updates @ Definition Database Yersion
Check to make sure you have the latest spyware Core : 4650 Trace : 2462

definition updates for the most upto-date protection. Definitions Updated

03/08/2010 at 08:27 AM
Check for Updates... ’ Last Scan Date Program Yersion
00/00/0000 at 00:00 AM  4.33.1000

SUPERAnRtiSpyware Free Edition
Find out what's running on your computer! Click here to upgrade now

SUPERANtiSpyware Definition Update
- ____

ﬂl

SUPERANtiSpyware is now downloading updates to the
spyware/adware definitions.

Download Progress




You may b confronted with this ad, if you don’t wish to purchase the program just close it out, it will not
affect the performance at all but purchasing the program supports quality freeware programing and
research efforts!
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| SUPERAntiSpyware Definitions Updated M

e SUPERANtiSpyware has downloaded and installed new spyware/adware definitions.

Definition Database Versions
Core : 4702
Trace : 2514

ONE DAY SPECIAL! Upgrade to SUPERAnNtiSpyware Professional for
ONLY $9.95 (USD)
Real-Time Protection and Automatic Updates for ONLY $9.95!
Click here to purchase now for ONLY $9.95 (USD)

Are you a computer technician? Check out our SUPERANtIS are
Portable Licenses Here!

~Berber

Adware.Vundo/Variant-X32[Header] S Items Added/Updated
Rogue.Agent/Gen 1 Items Added/Updated
Rogue.CleanUpAntivirus 1 Items Added/Updated
Trojan.Agent/Gen 3 Items Added/Updated

Click here to see the details of the update -'

Step Three:

Once your download is complete you can go to the Preferences button on the main panel. The following
panel will be displayed and you will need to choose the Scanning Control tab for the next step.

General and Startup (Scannlng Control ! Real-Time Protection | Hi-Jack Protection | Statistics/Logs | Repairs | Updates | Help |

General
% General program options including starting with Windows and browser specific options.

Start-Up Options Start-Up Scanning
Start SUPERANtiSpyware when Windows starts You may elect to have SUPERAntiSpyware scan your
Show SUPERANtiSpyware icon in system tray confputer whenithe program starts.
Show splash screen on startup @ Do not scan when SUPERANtiSpyware starts
Use Windows XP style menus () Start a Quick Scan
[¥] Integrate with Vista Security Center () Start a Complete System Scan
(7) Start a Custom Scan

Language SUPERANtiSpyware can check for definition updates
Select the default language for SUPERANtiSpyware before scanning.

[English {us) v [7] Check for updates before scanning on startup

Reset Program Options To Default Settings

[ Reset Program Options... ]




Step Four:

You need to ensure the following choices are not checked, all others should have a checkmark besides
them: Ignore System Restore, Close browsers before scanning, and Terminate memory threats before
quarantining. Click Next and you will be returned to the main screen. At this time we are ready to begin
the scan process, in order to do so you need to hit the Scan Your Computer button and get something to
drink as this process typically takes some time to complete.

General and Startup | Scanning Control [Real-Tlme Protection ] Hi-Jack Protection I Statistics/Logs I Repairs I Updates ] Help |

Scanning Control
'& Customize the way SUPERANtiSpyware scans your system.

Scanner Options Allowed/Trusted Items

[¥] 1gnore files larger than 4MB (recommended) rar;a%e cﬂzwe:/tTUStEd applications that will not
i e detected when scanning.

[ 1gnore System Restore Volume Information on ME/XP [
e cocue Sl 4o o e ﬂ to

_ | Close browsers before scanning
— - Excluded Folders

1 Manage folders that will be excluded from being

[Flpacob o lin oo N
scanned.
|| Terminate memory threats before quarantining

= [ Manage Exduded Folders...

Manage Allowed Items...

[¥] Use Kernel Direct File Access (recommended)

[¥] Use Kernel Direct Registry Access {recommended)

[¥] Use Direct Disk Access (recommended)

[7] Display scan option in Explorer context {right-click) menu

Step Five:

In this step we need to select which drives the program will scan. We suggest that you scan any hard
drives and removable drive media (Flashdrives, external hard drives, and memory cards) you happen to
have hooked up to your personal computer. If you have had your system into our shop for a cleaning
you would have already had a complete scan performed on it and you may select the Quick Scan option.
If we have not seen your machine before then you will wish to do a Perform Complete Scan the first
time you run SAS. They both perform the same tasks but the Quick Scan only scans certain file areas that
change much more frequently. Doing the Perform a Complete Scan is much more inclusive and
therefore takes much more time to accomplish. Be prepared to not use your machine for numerous
hours.



SUPERAnti Spyware Scanner

Please select the drive(s) to scan and your scanning options. Click Next to begin scanning.

[¥]3® C:\ - Fixed Drive (NTFS)
[]) DA-CD-ROM
[Fli) E\-CD-ROM

Scanning Preferences/Control Center...

Step Six:

In the following screen there are numerous areas to gather information from. Let’s look at a few of
these in a little bit more depth. First there is the right hand panel which holds information on what the
scanner is currently working on and how many files it has already scanned. It also gives an overall time
that the program has been running. In the left hand panel is where you can see each file that is currently
being scanned and below that is where anything found is reported at. At the end of the scan you will

Quick Scan
Scans running items, known registry locations and scans the most common
places spyware, adware and other hamful software are installed.

Q @ Perform Quick Scan

Complete Scan

Scans all running items, known registry locations and scans every file on the
selected drive(s). This is recommended at least once every 30 days.

@ ) Perform Complete Scan

Custom Scan

Select the areas of your computer you wish to scan for potentially hamful
applications.

(\L’@ () Perform Custom Scan

Memory Selected Folders
Registry
Startup Locations
Cookies

Select Folders

[ Concel ]

have an entire listing of the infected files and what they were infected with.



SUPERAnti Spyware is currently scanning your system
Please be patient while your system is scanned for potentially hamful software applications

Scanning Progress
(E:\Downloads\aspell-DAGOAG\aspeII-QGD‘G\cornmon '

Threat Description Detected ltems Memory Items

Adware. Tracking Cookie 1 f Scanned : 540
Detected : 0

Registry Items
Scanned : 563
Detected : 0
File Items

4 scanned ¢ 337
Detected : 1

Scanning Time
The amount of time required to scan
your computer will vary depending on

the number of files on your computer.
‘Elapsed Time : 00:06:10 '

< Back ‘ Next > !! Cancel

Step Seven:

After the scan is completed you will be confronted with two different windows as shown below. The first
will give you a short summation of exactly what was found. This is purely informational and allows you
to better understand what was found.

B

‘@g SUPERANtiSpyware Scan Summary

Potentially harmful items have been detected on your computer. Itis advised
that you quarantine and remove these items to prevent further infection.

Memory Items Detected
0

Files Detected

62

Registiy Items Detected
0

Total Threats Detected
62

Scan Time
03:25:01

Click the OK button to review the detected items.

As you can see, my system had 62 files detected with infections of some sort. Luckily none of them were
in the memory or in the registry as both of those are more difficult to remove (but not beyond the scope



of SAS to remove them. Once you are finished reading up about the files detected you can go ahead and
click on OK to move to the next step. Once you click on the OK button you will see the following screen.

® SUPERANtiSpyy =i X
SUPERAntiSpyware has detected the following items on your computer
You may elect to quarantine and remove an application or leave it on your computer. Quarantined and removed
applications can always be restored to your computer at any time.
@ Adware. Tracking Cookie [ 62 tems ] Trust/Alow em(s)...
Manage Allowed ftems...

Explain Detected ltem...

Wiew Scanner Log

Please Donate

Keep SUPERAntiSpyware
free with a small donation.

Donate Any Amourit...

|7 o= S0 mm a|

Report False Positive... |

Important

Place a checkmark next to the items you wish to remove and quarantine. All removed items are
quarantined to prevent accidental removal of required programs. Any items that are unchecked will not be
removed nor quarantined. i

j < Back m Cancel

—— — 4

< = ——

This screen combines the different types of spyware together and categorizes them for you. If you wish
you can click on the + next to the type of spyware and review each individual file (sometimes useful if
you do not wish for all of your cookies to be removed). If you are wishing to remove all of them just
ensure there is a checkmark next to the category name, otherwise open each category and place a
checkmark beside each file you with to be removed. Click Next to continue with the removal process.



% SUPERAntiSpyware Fre:

SUPERAnti Spyware is now qu f
Please wait while the poterﬂnally hamful software is quarantined and removed from your system.

d and R d Items

Quarantining and Removing ltem

Processing : C:\Windows.old.000\Windows\System32\config\systemprofile \App Data\Roami...
Processing : C:\Windows.old.000\Windows\System32\config\systemprofile \App Data\Roami...
Proce

Proce @ Q ining and R ing Harmful Items

Emce Processing : C:\Windows.old.000\Windows\System32\config\sy. .. \system@tribalfusion[2]. txt
roce

Proce = : - ‘
Proce - =

Proce Please be patient while the detected items are quarantined and removed. This process
Proce may take a few minutes depending on the number of items detected

Proce

Processmg—crnuows orouo o ws: oMy PP DTS AT
Processing : C:\Windows.old.000\Windows\System 32\config\systemprofile \App Data\Roami...
Processing : C:\Windows.old.000\Windows\System32\config\systemprofile \App Data\Roami...
Processing : C:\Windows.old.000\Windows\System32\config\systemprofile \App Data\Roami...
Processing : C:\Windows .old.000\Windows\System32\config\systemprofile \App Data\Roami...
Processing : C:\Windows.old.000\Windows\System 32\config\systemprofile \App Data\Roami...
Processing : C:\Windows.old.000\Windows\System32\config\systemprofile \AppData\Roami...

(elelelelelelelelelelelelelelelele )

This is the process of removing the files. Sometimes you need to reboot your system to complete the
removal of the suspect files.

L:\WVINdOwWS .0l UUUAWVINAOWS \bystem.u\cormg ' \contig \systemprofiie V-\ppuata \Hoaml..

1

i

i

i

] A You must reboot to complete the removal of the harmful software
} detected. Reboot now?
i

i

i

i

H

1

You have now completed the Super Anti-Spyware Removal procedure. You are welcome to explore
the other options of this program but please do so with a moderate amount of caution. Usually
nothing bad will happen to your system but you may forget what options you changed and may
end up with some features you do not necessarily wish to have turned on. We hope you have
found this tutorial helpful.



